YBaxaempie cTygeHTs! 16,1A rpynn, ecaim Bbl YTO-TO 3a6b1/IN UM [IPOMYCTUIIN, HE CTECHAUTECH
nucarb B WhatsApp, cnpawmnsante, uHTepecyurecs. Jlyyie crnpocuTe U CAENaTb, YEM HE CIIPOCHTH
U [OJTYYNUTb HU3KUH B3I,

¢/y Marazos.P.C

JlabopatopHana paboTta 5

BapuaHTbl

Forensics 110 points

Disk, disk, sleuth!

1 807 solves 85% ¢y
1.
Web Exploitation | 100 points
where are the robots
23 631 solves 82% Y
2.
orensics |50 points

Wireshark doo dooo do doo...

4 538 solves 80% Yy



Cryptography & | 120 points

Double DES
322 solves 75% Y
Forensics & | 130 points

Disk, disk, sleuth! I

1 353 solves 88% Y

Cryptography & | 150 points

triple-secure

156 solves 89% Y
Forensics & | 250 points
WhitePages

1785 solves 82% 0y
Reverse Engineering | 110 points
g§080

378 solves 69% Y



Cryptography & | 150 points

XtraORdinary

141 solves 89% ¢y
9.
10.
Forensics & | 150 points
So Meta
12 947 solves 85% ¢y
Mpumep opopmneHunsa
(O6ﬂ3aTeJ’leO HalMnnMwmTe onmcaHne K 3agadye M KoMmaHaam, nHade 6al'lﬂbl 6V£1,VT
3aHMKeHbl!
Python Wrangling 1 & | 10 points %
Tags:
AUTHOR: SYREAL Hints

Description n

Python scripts are invoked kind of like programs in the Terminal... Can you run

this Python script using this password to get the flag?



vwget https:// ) ; 33/ende.py
https://mercury.picoctf.net/static/8e33ec d 7 ende.py
ring mercury.picoctf.net (mercury.picoctf.net)... 18.189.
Connecting to mercury.picoctf.net (mercury.picoctf.net)|18.18¢ ] :443... connected.
HTTP requ
Length: 1
Saving

114 (168 MB

ebshell:~% wget https:
18-- https://mercury.picoctf.net/
ring mercury.picoctf.net (mercury.picoctf.net)... 18.18C
Connecting to mercury.picoctf.net (mercury.picoctf.net)|18.18¢ o3 :443... connected.
HTTP request sent, awaiting response... 280 OK
Length: [application/octet-s
Saving to: “pw.txt’

pw. ot

- 'pw.txt’ s

Ralko-picoctfijwebshell:~% wget hittps://mercury.picoctf.net/static/8e33ede@adadf37e babe2 flag.txt.en

Wget — ¢ MOMOLLbI0 3TOM KOMaHbl CKaunBaem Bce 3 daiina.
Ralko-picoctfijwebshell:~% python ende.py
Usage: ende.py (-e/-d) [
Ralko-picoctfigwebshell:~% python ende.py -d flag.txt.en

Please enter the pa d:aa821c16aa821c16aa821c16aa821c16
picoCTF{4p@118 1n 7h3 hBus3 aa82lcle}
Ralko-picoctfiiwebshell:~$ ||

34eCcb Mbl 3aMycKaem CKpUNT 418 Aelwmndposanma “ende.py” ¢ MTOMOLLbIO KOMaHAbI
«python ende.py —d flag.txt.en» yKkasbiBaem Ha dann gns gewmndposaHma «flag.txt.en» B
pe3y/ibTaTe Yero CKPMUMT 3anpallmnBaeT Naposib KOTOPbIM eCcTb B paiie «pw.txt» BBOAUM
ero v nonydyaem dnar!

[punoxcume CKpUHWOMebI Ka#0020 waaa.

sawu @.1.0. ObsasamenbHo!

Cpok: 02.10.2021 12:00



